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Introduction
The Data Protection Policy describes the processes and technologies implemented to protect the company’s information assets from various types of attacks, either purely technical or social (“phishing”). This Policy is updated on a live basis according to security technology watch. 
Types of Threats
There are three different types of threads against which this policy must bring information and protection:
· Purely computer threats. This means access through the network, or malicious software that gives access to the network or collects internal or confidential information. 
· Social or "phishing" threats. This refers to contacts through which a malicious person manages to obtain internal or confidential information, usually by posing as a client or partner.
· Internal threats.
Computer Threats
Passwords
Usernames and passwords are a critical point of any system’s security. Mobilidée’s policy regarding passwords includes the following points: 
1. Each access has its own unique and strong credentials.
2. Credentials are stored encrypted in a password manager software. The recommended tool is KeePass.
3. The password manager software is encrypted with a strong passphrase that is ideally composed of 6 random dictionary words. 
4. 2-factor authentication is mandatory when available. 
5. Passwords are never shared between employees.
6. Employees are made aware of best practices and criticality of password management on a regular basis. 
A dedicated training is given to each employee about password management.

If a password is compromised, the person aware of it should notify the CISO and authentication credentials should be changed without delay.

Servers
Servers are regularly updated with latest security patches by trained professionals that follow CVE publications. Servers are monitored for intrusion. An audit is done on an annual basis to detect and correct potential vulnerabilities.
Guest accounts and default passwords are disabled, deleted or changed. No system comes into production with default password/accounts. This does also apply to any computer of Mobilidée. 
Devices
Hardware devices used by employees can only connect to the internal network of the company if they have been approved by the management or by the person appointed by the management to control such requests. 
Leaving employees do return their devices at latest on the last day of their employment contract. The employee account on the device is deleted and the device is cleaned up by the IT provider before being provided to another employee.
Devices provided by mobilidée shall be used only for business purposes. Employees may be hold accountable for any consequence of devices’ usage not linked to business tasks. 
Devices must not be left unlocked if unattended. The timeout after which devices do lock themselves automatically must be configured to 5 minutes or less.
Network
Network is protected by multiple levels of security firewalls and access is allowed on an opt-in basis. Traffic and accesses are constantly monitored and screened for possible suspicious behaviour. 
Software
On the server side, employees of mobilidée IT provider only use software approved by the security committee of the infrastructure provider. Regarding mobilidée employees, software installed on computers can only be done via an official request that goes through management’s approval.
The software built by Mobilidée proposes authentication either with login and password or through an SSO. A second-factor authentication (2FA) is available for administrators. 
Removable Media
Employees may only use removable media if an encryption scheme is in place on it.  

Disposal
Any media that was used to store Mobilidée data must be:
· checked to see whether sensitive data was stored on it. 
· securely disposed according to the result of the check above using a recognized technique.
« Phishing » threats
Phone
During phone calls, employees must ensure that:
· They ask customer for personal identification before transmitting any confidential information. 
· No passwords are ever given or asked. 
Contacts using instant messaging are handled in a similar way.
E-mail
Incoming emails are always verified and compared with available data. No confidential information can be sent via email without encryption, unless specifically asked by a customer. Employees acknowledge that mobilidée may read the content of their professional mailbox.  
Training
Employees are regularly trained and made aware of recent threat models used by attackers.
Internal threats

Internal threats are mitigated by the Asset Access Policy.
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